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21 CFR Part 11 Tool

21 CFR Part 11 compliance encompasses several areas of production with the responsibility 

of compliance being placed on the production facility.  For a company to be 21 CFR Part 11 compliant, they 

must put into place procedural controls (ex. SOPôs), administrative controls and technical controls within 

their production facility that preserve the integrity of data compiled during the inspection of their products.  

The Optel Vision 21 CFR Part 11 Tool provides the technical controls necessary for 21 CFR Part 11 

compliance.  This custom designed, preinstalled software tool incorporates 21 CFR Part 11 functionality 

into any Optel Vision system.  Speciýcally, the Optel Vision 21 CFR Part 11 Tool simpliýes data 

management, while managing usersô access to the data and/or to the system. 

User Access Control

In accordance with the electronic data rule, parts 11.10(d), 11.300(b) and 11.300(d), the Optel Vision 21 

CFR Part 11 Tool provides the following system access control:

 - Only authorized users have access to the system

 - Users are assigned a level of access:  operators, maintenance personnel,

   administrators, etc.

 - Administrators assign each user a unique user ID 

 - Users select their password 

 - Passwords must be a minimum of 6 characters long (any character or number can be used)

 - Users cannot see another userôs password

 - Passwords automatically expire after a predetermined period of time (ie., 90 days)

 - A userôs 5 previous passwords are tracked and cannot be reused to replace

   an expired password

 - Administrators create user groups

 - Administrators assign users to one or more groups for customized system access

 - Groups (consisting of one or more user) are assigned customized access to screens,

   menus and actions 

 - Users can belong to more than one group

 - Only administrators can modify a groupôs access level

 - Only administrators can add or remove users from groups

 - Administrators cannot remove themselves from the system

 - After 3 login attempts, a userôs access to the system is revoked.  Only administrators can reset

   a userôs access rights

 - System logs out any user after a deýned period of inactivity on the system

 - All system logins and logouts are recorded in the audit trail




